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The Content 5 e Munich RE

in Africa

v Global View v Underwriting — products, v Outlook claims
risk assessment and management / handling
pricing
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50 Years

Cyber insurance landscape:
What do we think?

of Munich Re

in Africa Munich RE

Current market size Global distribution of cyber Munich Re GWP in 2016

~US$3.6bn 85% US$263m

At the end

US market by
of 2016

38% growth
end 2016 (versus 26% market)

Size of the opportunity

Us$8—210bn CYBER Profitable

For the class
of 2020 of business

Munich Re low loss ratios

UW Handbook - Cyber Insurance



Cyber (re)insurance market:

50 Years

ﬁ: ?\Aflrlil(wzi;h RU ‘ MuniCh RE —

Strong and long-term growth to be expected

GWP global cyber insurance market! US$ bn

10 H RoW

=US

[ |
2015 2016 2019 2020

Reinsurance: First mover and global market leader

= Dynamic growth through joint projects with cedents
= Steady growth in the US
= Strong accumulation models

GWP Munich Re cyber portfolio US$ m
B Reinsurance
B Primary insurance 263

191
126 135 I

2013 2014 2015 2016

Primary insurance: Specialised single-risk taker
= Hartford Steam Boiler: Established player in US
for SMEs and individuals

= Corporate Insurance Partner: Focus on large corporate
clients — Cooperation with IT providers, and Beazley

With our leading-edge expertise and strong global market presence, we will cautiously participate

in the growth of this market segment

UW Handbook - Cyber Insurance 4
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What is Cyber?
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50 Years

Cyber risk in the insurance industry: T o Munich RE =

Cyber as a peril

Rapidly evolving Inhomogeneous Cyber crime is Risk Cyber past does

landscape big business guantification? not predict cyber
future

shutt@rstock.com Image: used under license from shutterstock.com 3 ] Image: used under license from shutterstock.com
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Cyber risk in the insurance industry:
Cyber as a product

Coverage versus
pace of change
in technology

Managing the
risk, and pricing
accordingly

We're in the risk
management
business

== 50 Years
= of Munich Re

in Africa

No quantum of
cyber claims
data

Munich RE

Accumulation

UW Handbook - Cyber Insurance



Cyber risk in the insurance industry:
Commonalties between the two worlds

People

Regulation

Technology

PERIL

Lack of skilled cyber resources

No mandatory breach notification
outside US

Digitisation — connecting the old
with the new

50 Years

PRODUCT

Lack of cyber skills in cyber UWs

85% global market is US focused,
but EU to follow

Distribution opportunities

nhfcs Munich RE

} Confidence is increasing within our industry, but more work needs to be done on both sides

UW Handbook - Cyber Insurance



50 Years

e Munich RE =

The Underwriting Process

Identify
= Asset management, risk assessment, ...

I@I Protect
= Access control, awareness training, ...

@/ Detect
= Anomalies & events, security continuous monitoring, ...

(O Respond
= Response planning, mitigation, ...

« Recover
= Recovery planning, improvements ...

. Cyber insurance (powered by Munich Re)

- Risk gap

Outage of external network exclusion

Icons: Munich Re

UW Handbook - Cyber Insurance 9



The Underwriting Process:

Overview

Enquiry

U

Risk Assessment

U

Coverage

U

Pricing Support

U

Accumulation control

U

Claims

50 Years

Risk Questionnaires (differing -> depending on risk complexity and size)

General and specific criteria (per industry type) / Referral criteria

Comprehensive description per coverage section

Flexible Rating Table

Different scenarios / recommendations

Breach response process / Service provider

UW Handbook - Cyber Insurance

s Munich RE
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The Underwriting Process:

Enquiry

Munich Re

Cyber Risk Assessment Questionnaire

Introduction

Munich RE

This questionnaire is neither an offering ner binding an insurance contract (coverage). The completion of this
questionnaire does not obligate the insurer to offer coverage for you as well

1 Company / Applicant Information

Name and address of applicant and all subsidiaries

1.1 Industry section(s)
Please check the industry section(s):
o -

[§

a] sion - Hotels |
R

O Defense

[ Education and Research -
Think Tanks, Research facilities

[ Education and Research -
Schools, Universities

O] Energy - Mining

O] Energy - Oil & Gas (exploration
upstream, downstream)

[ Energy - Power Generstion
{without network)

O] Energy - Utilties

O Financial Services - Banks

I Financial Services - Gradit
eards f card processors

] Financial Services - Other

O Food - Agriculwrs

I Food - Food processing /

O Healthears

manufscturing
T B T - T B
Hardwara Software Provider (ASF, ISP, Cloud, ITC.
managed services)
o - Ghemical O] Manufacturing - Pharmaceutical

(non-financial services parts)

O Manufacturing - Other industry
fypes

I Media / Publishing - Media
Company

] Media / Publishin,
Metwork Provider

g - Social

[ @ther - Billing Service

I Other - Call Center

] Other - Construction

O Public Sector

I Retail - Primarily online

] Retail - Primarily traditional

O Services - Professional Services,
(ex 1T}

O Transpoertation / Logistics -
Fraight

O Transportation | Logistics -
Infrastructure (Airports, ports,
stations)

O Transportation / Logistics -
Passenger

Please specify details of your activities/businesses

o

V777777777

Munich RE

Munich RE

Cyber Risk Assessment Questionnaire

Introduction
This completad questionnaire is designed to provide us with 2 comprehensive view of the effectivensss and
maturity of T and data security within your company. The answers to the quastions are very important for
assessing the risk and the underwriting process in order to provide eyber insurance to you based on the
information we receive. The statements made in the questionnaire form an integral part of the insurance
contract. Therefore. someane within the company responsible for IT security should answer and sign the

or atleast rt the persan who it g. If you have no IT Security
resource, then the questionnaire should be completed by a senior reprasentative (owner or board member),

This questionnaire is neither an offering nor binding an insurance contract (coverage). The completion of this
questionnaire does not obligate the insurer to offer coverage for you as well,

1 Company / Applicant Information

Name and address of applicant and all subsidiaries

Please state industry section(s). e.g. retsil, manufacturing. information technology ete

Flease state activities/businesses, =.g. outsourcing, consuling, software, cloud computing, ITC ste

50 Years

of Munich Re
in Africa

Munich RE

Dy

Munich RE
Cyber Risk Assessment Questionnaire
Endorsement Industrial Security

Munich RE

Operational Technology (OT) is defined s collection of personnel, hardware and software that can affect or
influsnce the safe. secure and reliable operation of an industrial process. Industrial Security in this context is
used to secure Operational Technology.

Mame of applicant

Address

Subsidiaries

1. Do you use a third party organizstion for production, operation or maintenance? OYesONo

If yes, piease indicate which parts of the production and apply the company name

2. Dees the CISO (Chief Information Security Officer) have direst reparting from production IT7
If yes. how often?
O Monthly O Quarterly O Yearly
Please indicats the content of reparting:

O Atimeguiar intervals

3. Doss your formal Information Security Palicy cover your industrial environment and O Yes ONo
processes?

4. Do you have a removable media handling policy in place? O Yes O Ne

5. Do you have a policy for handling of supplier of third party systems (e.g. enginesring O Yes O No

systems} in place?

UW Handbook - Cyber Insurance 11



The Underwriting Process:

Risk Assessment

IT security

History

Services

Risk assessment:

Requirements

50 Years

of Munich
in Africa

Company

Insurance

Data

Re

Munich RE

UW Handbook - Cyber Insurance
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50 Years

The Underwriting Process:
Personal Lines Cover

of Munich Re

I Afrcs Munich RE

4 ) 4 ) 4
® Online Theft of Personal

J

Fund

© Loss from Cyber Bullying © Recovery of Insured Data

® Online Shopping Fraud or Defamation

® Online Sales Fraud

Online Cover

UW Handbook - Cyber Insurance g



50 Years
of Munich Re

in Afrca Munich RE

The Underwriting Process:
Commercial Lines Cover

Loss or Privacy
Theft of Breach

Data Protection

Business
Interruption

Cyber Reputational
Extortion Risk

UW Handbook - Cyber Insurance 14



The Underwriting Process:
Pricing approach & factors

Size of the organization

On-site
.Inspection“ &
Interviews

Telephone-
interview

Questionnaires

Self assessment
through insured

No evaluation

Risk

Insurance Cover

Claims history

e
e
S

50 Years

of Munich Re
in Africa

Munich RE =

Cyber Tariff Calculator for SME

(Powered by Munich RE)

Evalution of building blocks
Annual Revenue $1.000.000,00 [# Third Party
I¥ First Party incl. costs for datarestoration, notification
Insurancs Covemge R R e ——
¥ Electronic and Computer Crime inc. costs
[ Risk Assessment Outsourcing Prowider — |
I P 000 | O
nsurance Premium . $25000 & Vary good Cro=
® Good ) Named
O satistactory O unnamed
) Acceptable
Security Level
Exposure 26% 38% 50%

high  medium  lew

® uncertainty  ®risk

UW Handbook - Cyber Insurance 15



The Underwriting Process:
Claims Handling

—
. O Cyber ,/
‘ Policy

[ »@%
=8 SS 7
e s
%
S
0
[ ] .
PV Insured Insurer Munich Re MR Cyber App
O Techn. Hotline Elf Contract/ ﬁ Service Modules

Policy

o

)

=<
eravention [

Cyber Extortion

deniiy prtecton and

restoralion

50 Years

of Munich Re
in Africa

Munich RE

MR =
Q\o&
3 & &
Clams Handing @ (‘\\.
. <o
H:n sutshcn
X s managenent

UW Handbook - Cyber Insurance
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50 Years

e Munich RE =

The Underwriting Process:
Claims Handling

Different levels of

support: e
Prevention iﬂ B @ @ Claims Handling
Tier 1
i . e 1]
O 24 |/ 7 Hotline Cyber Extortion & & @@ Crisis consultation
i
Tier 2 s Technical Hotline -
Identity protectionand @ ‘ ~ a8 _ . .
. Remote Access restoration | Crisis management
=y \
Q - —-e
Tier 3 Legal advice .-. — == ﬁ Notification obligation
. - -
32 On site a .
L IT-Services Public Relations

UW Handbook - Cyber Insurance



50 Years

The Underwriting Process: F o Munich RE =
Claims Handling
,Post-Breach”
What happens, if For example
1 :
something happened? _
1 Insured calls techn. Hotline of cyber
\ insurance carrier
® 2 2 Quick identification of the problem through
‘ i} O hotline expert by means of remote access
Hotline orders IT forensics specialist
3 4 / 3 (on-site visit)
.

- -
& Insured O Techn. Hotline Q“g Remote Access ﬁ Service Module

UW Handbook - Cyber Insurance
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