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 Global View  Underwriting – products, 

risk assessment and 

pricing

 Outlook claims 

management / handling

The Content
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Cyber insurance landscape:

What do we think?
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Munich Re GWP in 2016

US$263m
38% growth

(versus 26% market)

Current market size

~US$3.6bn
At the end 

of 2016

Global distribution of cyber

85%
US market by 

end 2016

Size of the opportunity

US$8–10bn
By the end 

of 2020

CYBER
Munich Re low loss ratios

Profitable
For the class 

of business



Cyber (re)insurance market:

Strong and long-term growth to be expected
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Reinsurance: First mover and global market leader

 Dynamic growth through joint projects with cedents

 Steady growth in the US

 Strong accumulation models

2013 2014 2015 2016

Primary insurance: Specialised single-risk taker

 Hartford Steam Boiler: Established player in US 

for SMEs and individuals

 Corporate Insurance Partner: Focus on large corporate

clients – Cooperation with IT providers, and Beazley

GWP global cyber insurance market1 US$ bn GWP Munich Re cyber portfolio US$ m
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With our leading-edge expertise and strong global market presence, we will cautiously participate
in the growth of this market segment



What is Cyber?
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Cyber risk in the insurance industry:

Cyber as a peril

Rapidly evolving 

landscape

Cyber past does

not predict cyber

future

Cyber crime is 

big business

Inhomogeneous Risk 

quantification?

Image:used under license from shutterstock.com Image:used under license from shutterstock.com Image:used under license from shutterstock.com Image:Getty ImagesImage:used under license from shutterstock.com
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Cyber risk in the insurance industry:

Cyber as a product

Coverage versus 

pace of change 

in technology

AccumulationWe're in the risk 

management 

business

Managing the 

risk, and pricing 

accordingly

No quantum of 

cyber claims 

data

Image: used under license from shutterstock.com
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Cyber risk in the insurance industry:

Commonalties between the two worlds

PERIL

Lack of skilled cyber resources

PRODUCT

Lack of cyber skills in cyber UWs

No mandatory breach notification

outside US

85% global market is US focused,

but EU to follow

Digitisation – connecting the old 

with the new

Distribution opportunities

People

Regulation

Technology

Confidence is increasing within our industry, but more work needs to be done on both sides
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Identify

 Asset management, risk assessment, …

Protect

 Access control, awareness training, …

Detect

 Anomalies & events, security continuous monitoring, …

Respond

 Response planning, mitigation, …

Recover

 Recovery planning, improvements …

Cyber insurance (powered by Munich Re)

Risk gap

Outage of external network exclusion

!

!

!
!

!

!

Icons: Munich Re 9

The Underwriting Process 



Enquiry Risk Questionnaires (differing -> depending on risk complexity and size)

Risk Assessment General and specific criteria (per industry type) / Referral criteria 

Coverage Comprehensive description per coverage section 

Pricing Support Flexible Rating Table   

Accumulation control Different scenarios / recommendations

Claims Breach response process / Service provider
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The Underwriting Process:

Overview



The Underwriting Process: 

Enquiry
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The Underwriting Process: 

Risk Assessment 
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Company

Insurance

DataServices

IT security

History

Risk assessment:

Requirements 



 Online Theft of Personal     

Fund

 Online Shopping Fraud

 Online Sales Fraud

Online Cover

 Loss from Cyber Bullying 

or Defamation

Cyber Bullying 

 Recovery of Insured Data

Data

The Underwriting Process: 

Personal Lines Cover
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The Underwriting Process: 

Commercial Lines Cover
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Loss or 

Theft of 

Data

Privacy 

Breach 

Protection

Reputational 

Risk

Business 

Interruption

Cyber 

Extortion

PCI-DSS

Network 

Security 

Liability

Confidentiality

Breach 

Liability

Privacy 

Breach 

Liability

…

…



Size of the organization

Risk

No evaluation

Self assessment 

through insured

Questionnaires

On-site 

„Inspection“ & 

Interviews

Telephone-

interview

The Underwriting Process: 

Pricing approach & factors
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Insurance Cover

Expected premium

Claims history

. . .



MR

MR Cyber AppInsured

Techn. Hotline Service Modules

Cyber 

Policy RI

Contract/

Policy

Munich Re Insurer

The Underwriting Process: 

Claims Handling
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Different levels of 

support:

The Underwriting Process: 

Claims Handling

Tier 3

On site

Tier 2

Remote Access

Tier 1

24 / 7 Hotline



„Post-Breach“

Insured calls techn. Hotline of cyber 

insurance carrier

Quick identification of the problem through 

hotline expert by means of remote access

1

3

2

Hotline orders IT forensics specialist

(on-site visit)

For exampleWhat happens, if 

something happened?

Insured Techn. Hotline Remote Access Service Module

18
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The Underwriting Process: 

Claims Handling



Any Questions?


